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METHOD AND APPARATUS FOR
DISTRIBUTING INFORMATION PRODUCTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. patent
application Ser. No. 08/845,805, filed Apr. 30, 1997, which
application is incorporated by reference.

FIELD OF THE INVENTION

The present invention relates to a method and apparatus
for distributing information products in general, and, more
particularly, to a method and apparatus for distributing and
installing computer programs and data.

BACKGROUND OF THE INVENTION

For as long as publishers have been distributing informa-
tion products, piracy has been a concern. For the purposes of
this specification the term “information product” includes,
but is not limited to, computer software, data, images, music,
applets, photographs, animations, video, audio, text, hyper-
text and multimedia works.

As a practical matter, large-scale piracy committed by
professional thieves is easy for publishers to detect and
police because of the inherently commercial and public
aspects of large-scale piracy. Small-scale piracy committed
by individuals who, for example, purchase one copy of a
computer program and install it on three or four computers
in a small office is more insidious and, in the aggregate,
economically more harmful to publishers.

Several techniques have been used by publishers of
information products to impede piracy. When music was
first distributed on CDs, CD duplicating equipment were
expensive and rare and publishers implicitly relied on
“physical security” to impede small-scale copyright infring-
ers. The theory underlying physical security is that the
difficulty in duplicating the media containing the informa-
tion product is sufficient to stop most small-scale infringe-
ment.

When it is difficult for the end-user to duplicate the media,
or to transfer the information product from one computer to
another over a network, the publisher can be reasonably
assured that widespread piracy is not occurring. Of course,
the end-user could lend, lease or sell the media embodying
the information product to another who would install it, and
physical security could not prevent it.

When the technology for duplicating the media embody-
ing an information product becomes ubiquitous, or it
becomes easy to copy the information product from one
computer to another over a network, publishers often
employ “cryptographic security” to thwart copyright
infringers.

According to one technique, the installer accompanying
the software will not install the software on the end-user’s
computer until an acceptable password is entered by the
end-user at the time of installation. The password is received
by the end-user from the publisher after the end-user regis-
ters with the publisher and the publisher is assured that the
end-user has paid for the software. Although this technique
is widely used, it suffers from the weakness that the end-user
can use the media and password again to install the software
on another computer. Furthermore, the end-user can post the
password publicly on an electronic bulletin-board and the
advantage of the secret password are lost.

SUMMARY OF THE INVENTION

Some embodiments of the present invention are capable
of distributing information products without many of the
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costs and restrictions associated with techniques in the prior
art. In particular, some embodiments of the present invention
are capable of distributing one or more information products
together (e.g., on a physical medium, electronically over a
network, etc.) while reserving to the publisher the ability to
control which products are actually installed on an end-
user’s computer.

An illustrative embodiment of the present invention com-
prises: receiving an encrypted launch code; decrypting the
encrypted launch code with a string, R, as the key to recover
a first candidate authentication code and an indicium of a
first information product; and installing the first information
product onto the computer when the candidate authorization
code matches a first known authorization code.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a flowchart of the steps associated with
distributing information products in accordance with the
illustrative embodiment of the present invention.

FIG. 2 depicts a directed graph that indicates which files
in a group of files contain hypertext links to which other
files.

FIG. 3 depicts a flowchart of the detailed steps associated
with the step of locating and cleansing the token in FIG. 1.

FIG. 4 depicts a flowchart of the detailed steps associated
with the steps of providing authorization and obtaining
information in FIG. 1.

DETAILED DESCRIPTION

The illustrative embodiment of the present invention
facilitates the distribution of a plurality of information
products by a publisher in such a manner that each product
can be licensed, installed and used independently or in
combination with other information products.
Advantageously, this is accomplished, in part, through the
use of a program commonly known as an “installer.” As is
well known to those skilled in the art, an installer is a
program that is prepared by the publisher of an information
product, that is distributed along with the information
product, and that controls the installation of the information
product onto the end-user’s computer. Although the installer
runs on the end-user’s computer, it acts as a remote agent of
the publisher to control how and under what circumstances
the information products are installed on the end-user’s
computer.

Each information product associated with the illustrative
embodiment constitutes a plurality of hypertext files or “web
pages” that are accessed by the end-user through a browser
such as Netscape Navigator or Internet Explorer. Although
each information product comprises hypertext files, the files
are not intended to be accessed by the end-user via the
Internet. Instead, all of the information products are advan-
tageously distributed together on a single medium (e.g., a
CD-ROM, ete.) or electronically (e.g., via the Internet, etc.)
and are installed on the end-user’s computer, or on an
intranet server associated with the end-user. It will be clear
to those skilled in the art how to use a browser such as
Netscape Navigator or Internet Explorer to browse through
web pages that are stored locally in contrast to using the
browser to browse web pages that are stored on http servers
across the Internet.

One example of an information product that can be used
with embodiments of the present invention comprises a
plurality of web pages that constitute some of the legislative,
administrative and judicial materials associated with patent
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law. Another example of an information product that can be
used with embodiments of the present invention comprises
a plurality of web pages that constitute some of the
legislative, administrative and judicial materials associated
with trademark law. And yet another example of an infor-
mation product that can be used with embodiments of the
present invention comprises a plurality of web pages that
constitute some of the legislative, administrative and judicial
materials associated with copyright law.

Information products that work with embodiments of the
present invention need not relate to law, or reference
materials, or even text. Other information products could
comprise music, video, multimedia, or data or other
executables. It will be clear to those skilled in the art how to
make and use embodiments of the present invention that are
associated with information products that comprise other
than hypertext files.

Each information product associated with the illustrative
embodiment constitutes a single issue of a periodical to
which an end-user can subscribe and receive monthly
updates. It will be clear to those skilled in the art that other
embodiments of the present invention can be used to dis-
tribute a single information product. It will also be clear to
those skilled in the art that other embodiments of the present
invention can be used to distribute one or more information
products that are not part of a serialization or that are part of
a serialization that issues sporadically, in contrast to peri-
odically.

FIG. 1 depicts a flowchart that outlines the steps associ-
ated with distributing information products in accordance
with the illustrative embodiment of the present invention
I. Create The Information Products

In accordance with step 101, each information product is
created by the publisher. To assist in describing the illustra-
tive embodiment, three information products are created
whose subject matter is related. For the purposes of this
specification, the three products are named “Patent Law
Library,” “Trademark Law Library” and “Copyright Law
Library.” It will be clear to those skilled in the art how to
make and use embodiments of the present invention when a
different number of products are created, or when their
subject matter is not related, or both.

For the purposes of the illustrative embodiment, the
Patent Law Library is a set of files that contain Title 35 of
the United States Code as marked-up in the Hypertext
Markup Language (“HTML”); the Trademark Law Library
is a set of files that contain the Lanham Act as marked-up in
HTML, and the Copyright Law Library is a set of files that
contain Title 17 of the United States Code as marked-up in
HTML. The files in each information product are advanta-
geously viewed on an end-user’s computer through a
browser such as Netscape Navigator or Internet Explorer.

Although all three products are advantageously distrib-
uted together, any one, two or all three of the products can
be installed into an end-user’s computer. In other words, in
accordance with the illustrative embodiment, one end-user
can install just the Patent Law Library although another user
installs both the Patent Law Library and Copyright Law
Library.

Because of the perishable nature of the subject matter of
each of the illustrative products, the Patent Law Library,
Trademark Law Library and Copyright Law Library are
each a single issue of a periodical, which issues monthly.

Each product advantageously comprises one or more files
within one or more directories in a hierarchical file structure.
When a product contains a large number of files, it is usually
advantageous to arrange the files in multiple directories. It
will be clear to those skilled in the art how to determine
when a specific information product should contain multiple
directories. For pedagogical reasons, the files within each of
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the three illustrative information products are contained
within one of three sub-directories, which have a common
root directory.

Some or all of the files in the illustrative information
products advantageously contain hypertext links to items in
other files. For example, the reference in 35 U.S.C. 42(c) to
section 31 of the Lanham Act can be implemented as a
hypertext link from the file containing 35 U.S.C. 42(c) in the
Patent Law Library to the file containing section 31 in the
Trademark Law Library.

It will be clear to those skilled in the art that files
associated with other embodiments of the present invention
can contain, for example, executable programs, data and/or
references to other files, which target files may be in the
same or other products. It will also be clear to those skilled
in the art that information products associated with other
embodiments of the present invention need not contain
references to other files. It will be clear to those skilled in the
art how to create the files in each information product.

All of the files in all of the information products are
advantageously created and arranged in a file structure with
the knowledge of the name and location in the file structure
of each file it is capable of referencing, regardless of whether
the files are part of the same information product or not.

The Patent Law Library comprises five files in the hier-
archical file structure shown in Table 1. The Trademark Law
Library comprises three files in the hierarchical file structure
shown in Table 2, and the Copyright Law Library comprises
four files in the hierarchical file structure shown in Table 3.
Advantageously, all three products are designed to install
into the same hierarchical directory space, relative to what-
ever the end-user defines, during installation, as the root
directory for the product(s).

TABLE 1

The files that compose the Patent Law Library.

File Location

File 1 \directoryl1\filel.htm

File 2 \directory1\file2.htm

File 3 \directory1\file3.htm

File 4 \directory1\file4.htm

File 5 \directory1\file5.htm
TABLE 2

The files that compose the Trademark Law Library.

File Location

File 6 \directory2\file6.htm

File 7 \directory2\file7.htm

File 8 \directory2\file8.htm
TABLE 3

The files that compose the copyright Law Library.

File Location

File 9 \directory3\file9.htm
File 10 \directory3\file10.htm
File 11 \directory3\file11.htm
File 12 \directory3\file12.htm

For pedagogical reasons, the three information products
in the illustrative embodiment comprise a total of 12 files. In
commercial applications, it will be clear to those skilled in
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the art that a single information product can comprise
hundreds or thousands of files. It will be clear to those
skilled in the art how to make and use the files that compose
the three information products.

The books HTML Publishing for Netscape, Stuart Harris
& Gayle Kidder, Ventana Communications Group, Inc.,
Research Triangle Park, North Carolina, and HTML: The
Definitive Guide, Chuck Musciano & Bill Kennedy,
O’Reilly & Associates, Inc., Sebastopol, Calif., provide an
excellent overview the creation of files using HTML and are
incorporated by reference.

II. Build The Ancillary Files

Because (1) each file can contain a hypertext link to a
target file that may not be in the same information product,
and (2) the information products can be licensed and
installed separately, the possibility exists that a file can be
installed on a end-user’s computer that contains a hypertext
link to a target file that is not installed on the end-user’s
computer. The result is a hypertext link that, when executed,
generates a run-time error because the target file is not
installed on the computer.

To preclude run-time errors, the installer advantageously
installs a “dummy” or “nominal” file into the end-user’s
computer in the same location and with the same name as
each file that could be referenced but is not also installed.
The nominal file advantageously does not contain the same
information as the authentic file, but contains a notice that it
is only a nominal file and that access to the authentic file
requires the installation of another information product.

At step 102, ancillary files are built to enable the installer
to know where to install the nominal files. In the illustrative
embodiment, one ancillary file is built for each information
product and the ancillary files indicates the name and
location of each nominal file to be installed when that
information product is installed.

There are two alternative techniques that can be used by
the installer for installing the nominal files and the authentic
files. According to the first technique, the installer installs all
of the authentic files for all of the information products to be
installed, and then installs all of the nominal files into those
locations not containing an authentic file. According to the
second technique, the installer installs all of the nominal files
for all of the information products to be installed, and then
installs all of the authentic files to be installed over the
nominal files, perhaps overwriting over some or all of the
nominal files. The choice of technique advantageously does
not affect how the ancillary files are built. The installer
associated with the illustrative embodiment uses the first
technique, but it will be clear to those skilled in the art how
to make and use embodiments of the present invention that
use the second technique.

When the total number of files in all of the information
products is small, each ancillary file associated with each
information product can exhaustively list all of the files
associated with every other information product. In contrast,
when the total number of files in all of the information
products is large, it is advantageous for each ancillary file to
list only those files actually needed. To determine which files
are needed, all of the files in all of the information products
need to be examined to determine which files reference
which other files.

FIG. 2 depicts an illustrative directed graph that repre-
sents all of the files in the three illustrative products and
indicates which files contain hypertext links to other files. It
will be clear to those skilled in the art how to determine the
topology of the directed graph by examining all of the files
in all of the products associated with an embodiment of the
present invention.
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Each file in each product is represented by a polygon
enclosing a number. Each of the five files associated with the
Patent Law Library are depicted by a triangle; each of the
three files associated with the Trademark Law Library are
depicted by a square and each of the four files associated
with the Copyright Law Library are depicted by a pentagon.
The number inside the polygon indicates exactly which file
it is associated with. For example, the file “file3.htm” is
depicted by a triangle enclosing the number 3.

An arrow from one polygon to another indicates that the
file associated with the first polygon contains at least one
hypertext link to the file associated with the second polygon.
A double-ended arrow indicates that both files contain
hypertext links to each other.

Table 4 provides the same information as does FIG. 2, but
in tabular format. Each row in Table 4 represents a file in one
of the three products, and an “X” in a box means that the file
associated with the row contains a hypertext link to the file
associated with that column. Like the directed graph in FIG.
2, the entries in Table 4 are illustrative only. It will be clear
to those skilled in the art how to make a similar table by
examining all of the files in all of the information products
associated with an embodiment of the present invention.

Although both the directed graph of FIG. 2 and Table 4
illustrate a tendency for files within an information product
to reference other files within the same product, there are
occurrence of files within one product containing references
to files in other products.

TABLE 4

‘Which Files Externally Reference Which Files

1 2 3 4 5 6 7 8 9 10 11 12

1 X X X X

2 X X

3 X X X

4

5 X

6 X X

7 X X X X

8 X

9 X X X
10 X
11 X X X X
12 X X

As both FIG. 2 and Table 4 indicate, there are three files
(File 6, File 7 and File 11) not within the Patent Law Library
that are referenced by files within Patent Law Library.
Therefore, the Patent Law Library’s ancillary file is built as
shown in Table 5. Whenever the Patent Law Library is
installed, the files listed in the ancillary file are advanta-
geously also installed as nominal files.

TABLE 5

Ancillary File associated with the Patent Law Library

Ancillary File

\directory2\file6.htm
\directory2\file7.htm
\directory3\file11.htm

As both FIG. 2 and Table 4 indicate, there are four files
(File 3, File 5, File 9 and File 10) not within the Trademark
Law Library that are referenced by files within Trademark
Law Library. Therefore, the Trademark Law Library’s ancil-
lary file is built as shown in Table 6. Whenever the















